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A Practical Approach to Cybersecurity



• Introduction of Keystone Team Members
• A Brief Review of Keystone

• Professional Engineering Firm
• Systems Integrator
• 70+ Employees
• 5 Offices

• Frazer, PA 
• Clarks Summit, PA
• Hamilton, NJ
• Lewes, DE
• Seaford, DE

• Water/Wastewater 

Who Is Keystone Engineering Group, Inc.?



AGENDA

Operation Technology (OT) Cyber Attacks

 Preventing Cyber Attacks

Cybersecurity Tools & Resources



OT Cyber Attacks

Iranian Nuclear Facility - Stuxnet (2010)

Colonial Pipeline (2021)

California Bay Area WTP (2021)

Aliquippa Water Authority (2023)



Preventing Cyber Attacks

• DO NOT reuse passwords

• Implement Jump Host

• Change Default Passwords

• Disable Removable Media Access

• Multi-Factor Authentication

• Disable Stale Accounts



Preventing Cyber Attacks Cont’d

• Limit Exposure to Internet

• End User Awareness Training

• Trust but Verify!

• Principle of Least Privilege

• Network Segmentation

• Conduct Cybersecurity Assessments



Cybersecurity Tools & Resources

System Backups

Cybersecurity Assessments & Resources

Vulnerability Scans



System Backups

• This is the Recovery Portion of Security Plan
• Why Back up?
• What to Back Up?

• Software and Code
• PLC, HMI, Reporting, Remote Notification

• Produced Data
• Automated Reports, SCADA Trended Data

• Or: Full System Backup
• Backs up entire Operating System. 



CISA – Region 3
Delaware, District of Columbia, 

Maryland, Pennsylvania, Virginia, West 
Virginia



CISA – Cybersecurity Assessment



Contact Region 3

Contact Regional Staff via Email

CISARegion3@hq.dhs.gov

To report anomalous cyber activity and/or cyber incidents 24/7, email 
report@cisa.gov, or call (888) 282-0870.

mailto:CISARegion3@hq.dhs.gov
mailto:report@cisa.gov


EPA – Cybersecurity Resources



EPA Fact Sheet – Cybersecurity Resources

Training 
Planning

Assessments
Technical Assistance

Funding Opportunities

https://www.epa.gov/system/files/documents/2023-10/epa-cybersecurity-fact-
sheet_508.pdf

https://www.epa.gov/system/files/documents/2023-10/epa-cybersecurity-fact-sheet_508.pdf
https://www.epa.gov/system/files/documents/2023-10/epa-cybersecurity-fact-sheet_508.pdf


Additional Resources

Water Information Sharing and 
Analysis Center (WaterISAC)

waterisac.org

American Water Works Association 
(AWWA)

awwa.org/cybersecurity

waterisac.org
awwa.org/cybersecurity


Vulnerability Scanners



CISA Vulnerability Scan Example





Detections



CISA's Cyber Hygiene Vulnerability Scanning

1. Register for this service by emailing vulnerability@cisa.dhs.gov

2. After CISA receives the required paperwork, scanning will start within 
72 hours, and organizations will begin receiving reports within two 
weeks.

3. Once initiated, this service is mostly automated and requires little 
direct interaction. 

4. CISA performs the vulnerability scans and delivers a weekly report.

mailto:vulnerability@cisa.dhs.gov


• System Backups

Final Thoughts

Recovery from a cyber-attack is costly and time consuming, but recovery is possible (and less 
painful) if you have taken preventative steps.

Critical Infrastructure Owners, Operators, and Cyber Defenders must be equipped with 
the technologies and tools required to dramatically raise adversary time, costs, and 

technical barriers.



Thank You!
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